Cyber Security

as a Service (VMaaSs)

What is it?

Powered by Qualys, our vulnerability management as a
service (VMaas) offers unparalleled protection for your
digital assets. From one-off scans to 24/7 monitoring, we
provide tailored solutions for your security needs.

Features include:

=» Advanced scanning technology:

We offer hybrid vulnerability management using
Qualys' advanced scanner, which provides broad,
accurate scanning and continuous threat identification
across on-premise, cloud, and mobile environments.

=—» Comprehensive asset management:

Our service offers asset discovery, categorisation of
vulnerable assets, and ongoing monitoring for new
vulnerabilities across all assets.

=—> Detailed reporting and insights:

Receive actionable intelligence with custom reports,
prioritised vulnerabilities, and actionable
recommendations for effective risk mitigation.

= Expert Analysis and Support:

Benefit from our experienced cybersecurity team's
thorough analysis, tailored consulting, and dedicated
24(7 support for robust security strategies.

Vulnerability Management Service (VMaas)

Why you need it?

One of the main reasons for cyberattacks is that hackers
take advantage of known software vulnerabilities and
configuration issues.

All modern software and applications have their flaws,
and new ones pop up all the time. Cybercriminals,
hackers, and even nation-states are always coming up
with new ways to exploit these weaknesses to break into
corporate networks and steal sensitive data.

To keep these attacks at bay, it's important to constantly
check for, prioritise, and fix vulnerabilities. Plus, once a
vulnerability is patched, we need to make sure it doesn't
come back due to system resets.

Get started today

Protect your digital assets with Transputec's
Vulnerability Management Service.

+ Schedule a consultation and discover
how we can enhance your cybersecurity
posture. << Click here >>

« orjust give us a call on:
+44 (0) 20 8584 1400.

Copyright © Transputec Limited. All Rights Reserved.

Why us?

Our tailored Vulnerability Management as a service
(VMaasS) empowers organisations with the tools and
expertise needed to stay secure.

Why you need it?

= Expertise:

Access to a skilled team of cybersecurity
professionals.

=—» Cutting-edge technology:

Utilisation of advanced assessment tools and
Qualys' state-of-the-art scanner.

=) Customisation:

Tailored vulnerability strategies aligned with your
specific business objectives.

=) Cost-effective:

Significant savings compared to potential breach
costs.

=> Proactive security:

Continuous monitoring and rapid response to
emerging threats.
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summary

At Transputec, we recognise that effective protection against such threats requires ongoing assessment, prioritisation, and remediation of
vulnerabilities. Our services ensure that once vulnerabilities are patched or resolved, they remain secure, even in cases of system rollbacks
or resets. By leveraging advanced tools and our expert analysis, we help safeguard your business from evolving cyber threats.

Our avdilable service tiers What it costs?

= One-Off Scans and Discoveries: Options Service Type Charge Range Comments
Our one-time vulnerability assessment provides a snapshot of your current security posture. This
service includes: Option1 One off scan and £1,350-£1,750 Up to 5,000 assets
» Thorough system examination to detect potential threats discovery One off charges
+ Port scanning to identify open ports and running services indicated
+ Vulnerability detection against a comprehensive database
« Detailed report with identified vulnerabilities and severity levels Option 2a Scheduled scans £ 625 - £750 Up to 5,000 assets
 Actionable recommendations for remediation Quarterly and discovery Quarterly charge
indicated
= Scheduled Monthly or Quarterly Reviews: Option 2b: Scheduled scans £475 - £650 Up to 5,000 assets
Regular scans ensure ongoing protection against evolving threats. This service offers: Monthly and discovery Monthly charge
« Periodic vulnerability assessments (monthly or quarterly) indicated
+ Continuous monitoring and reporting of assets for new vulnerabilities
» Trend analysis to track security improvements over time Option 3 24x7 Managed £650-£1450" Up to 5000 assets
+ Prioritised remediation recommendations Vulnerability Monthly charge
« Compliance reporting for auditors and stakeholders Management indicated
service

“Plus one off £475 setup charge

= 24/7 Managed Vulnerability Management Services: e .
Ad-hoc Remediation £115 per hour Unless an existing

services Transputec Managed
Service client

Our round-the-clock service provides constant vigilance and rapid response. Features include:
+ Real-time threat detection and analysis
+ Assistance with Immediate incident containment to prevent threat spread
+ Assistance with In-depth digital forensics for root cause analysis
+ Assistance with Swift recovery planning and implementation
» Ongoing security posture strengthening advice

PoC Proof of Concept Subject to
agreement
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